Usage of Quantum State
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Due to superposition, get more information!

> Quantum Information Science



Quantum Cryptography
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The RSA algorithm

Ron Rivest, Adi Shamir, and Leonard Adleman, 1978
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Example

Alice %43 Bob % B &84 1
Bob 34, ERFE—TF

Bob & T P=472Q=71, it X N=3337
(P-1)(Q-1)=3220

RE=79

D=(Z*3220+1)/79, Z=1,2,3,...
BIR7=256F, DA, HD=1019
AT BABob R /A7 E=798N=3337 % Alicesnif




— B o EMN, Alice THX R KB4 T:

P30 £4§3% Dr Dobbs
T S 8 B 6882326879666683 (decimal ASCII)
5B B 638 232 687 966 668 3

1570 = 6887 (mod3337) 2756 =232""(mod3337)
2091=687"(mod3337) 2276 =966"(mod3337)
2423 =668 (mod3337) 158 =3"(mod3337)

4% Alicel§1570 2756 2091 2276 2423 158
1% 4 Bob




Bob¥c 3] WP, TR R Wbt T
D=1019

1570"" = 688(mod3337) 2756"" =232(mod3337)
2091'°" =687(mod3337) 2276'°" =966(mod3337)
24237 = 668(mod3337) 158" =3(mod3337)

B # s’ R638 232 687 966 668 3BFDr Dobbs
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S48 Security Home = RSA Laboratories

» RSA Laboratories

Welcome to RSA Laboratories. An academic environment within a commercial organization, RSA

»  Laboratories is the research center of RSA Security Inc., the company founded by the inventors of the RSA

public-key cryptosystem. Through its research program, standards development, and educational activities,
RSA Laboratories provides state-of-the-art expertise in cryptography and security technology for the benefit
of RSA Security and its customers.

"CryptoBytes" Technical Newsletter: Spring 2003

NEW! RSA-PSS Signature Scheme Selected by NESSIE
|R5A-PS5 1s a new signature scheme that 1s based on the RSA cryptosystem and provides increased|
secunty assurance. It was added In version 2.1 of PKCS #1.

YWhile the traditional and widely deployed PKCS #1 v1.5 signature scheme is still appropriate to use, RSA
Laboratories encourages a gradual transition to RSA-PSS as new applications are developed.

The "PSS" refers to the original Probabilistic Signature Scheme by Mihir Bellare and Phillip Rogaway on
which RSA-PSS is based. Bellare and Rogaway's work raised the bar in the research community for
practical, secure sighature schemes based on the RSA cryptosystem. RSA-PSS is the adaptation of their
work to industry standards.

RSA-PSS has recently been added to RSA Security's RSA BSAFE Crypto-C and Crypto-J toolkits. [ more ]

RSA | ahoratories submissions
RSA Laboratories has submitted RSAES-0AEP, RSASSA-PSE, and RCE to three cryptographic projects.
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— 148 qubit 7R #8451k
HBRE =1/2+1/4 = 3/4

FEXHA A HREHAMA
qubit, R RAE MR O R ¥
= (3/4)™ =0
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60x90 pixels Alice's Key i

8 bit color information oS

per pixel + header

= 49984bits Sl

Venus von Willendorf effigy * |
\Originlz (a) Ecryt i (b) Decryptd: (c)

-

Phys. Rev. Lett. 84, 4729-4732 (2000)

(Ekert scheme, using entangled photons)



Usage of many qubits

Quantum Logic Gates :
Unitary transformation of qubit (rotation..)

\ |
example i _‘Dj/_z‘()) ( Zf* a )[ ! ]

Controlled operation

control |c) l c)

target |t) - it & c)

1 0
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Universal Quantum Gates

Classical : AND, OR, NOT can construct
any classical function

Quantum: any U (UUT =1) can be

decomposed into .. 1 (1 1
AR (Hadamard)
( 1 0 ) .
. phase
p LA
(1000 )
01 0 0 100) —|00) |01)—|01)
8 8 ‘1) (1) (control-not) |10y —|11) |11)—|10)
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(or using B to rotate)
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T FFR4TRE  THRBRL0,1,2,3,...,N=2m-1

O'= 2"14/2 [1000...000)+ [000...00 1)+ 000...010) + -+ [111...111) |

|
2m/2

OM| DH2)+--+ | N) |

- D+ |0 _
$E=—ot |0) = | =| >\/§|> — ZE—EZ 1 B

1 1

[ | |
2m/2_\/§|0>+$1>+$|2>+'“+(1+$j|N>_
FFRIERA P

0=




B FEEE (Qquantum computation)
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(Grover algorithm)

Lov K. Grover

$o f£x=0,1,2,3,...,N(3o T 3% &) P& & A7 & Tl
HERPRRTERS ...

Oracle:

B F Y= TRRBRBINHAFTERZ

function f(x) F.device
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| 219XQI-I (unitary)
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Example:

1
= 000)+ 001)+....+ 111
|10) = 2J_| ) [| ) ﬁ' )
xX)= 000 001 010 011 111
| x) = [| )+ [| )+ f' )— [| >t +J_| )
= 011
Q) — f' )

2|OXQ|-1)|x)= (2|Q><Q|—1)[|Q>—%|Oll>}

~ 011 011 —= 011
10) - IIQXQI >+f| )=10) |Q>+(| )

=——1000)+—1|001)+—=1|010)+——= |01 )+...+——=|111
4\/5| / 4\/§| > 4\/5| / 4\/5| / 4\/5| >



Geometry picture & number of steps

|1 0)= #[|O)+|l)+|2)+---+|N)] ﬁqineza

p x)=0]0)= 60— —0

| x,)

x,y= (210OX0|-I)|x)=2|0X0|x)-|x)
00 |O)  =2c0s20|0)|x,)
0
0

>|u) (O|x,)=2c0s20 —cos26 = cos20
| x,)

|x )=cos(2n+1)0 |u)+sin(2n+1)0|s)

T T T
2n+1)0=~= = n=—=—+N
(en+1)f=7 46 4
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.. e Quantum Oracle
e Q \ We need to

give all possible

) colors here
Two wires for color of node 1 _
hid \s

Two wires for color of node 2 _

Two wires for color of node 3 _

Two wires for color of node 4 1 —7

Gives 1 when nodes 1 and 2 / %2 1%£3 2-£3 244 |3:#4

have different colors

Value 1 for good coloring




